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This document serves as a resource for cybersecurity mentorship, offering recommendations on 

platforms that support knowledge development as well as insights into career paths. The list is not 

exhaustive and will be updated on an ongoing basis. If you know of any valuable tools or platforms 

worth recommending, please reach out to mentoring@women4cyber.dk 
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Learning Platforms 

TryHackMe 
 

Link: https://tryhackme.com/ 

Cost:  

- free tier provides access to a significant amount of content and is sufficient to get started.  

- VIP access to full content - Monthly: 16.99£/ month or Yearly 10.5£/ month 

- https://tryhackme.com/why-subscribe  

Beginner-friendly approach: TryHackMe is designed with beginners in mind. It offers a gradual 

learning curve, starting with easy challenges and gradually increasing the difficulty level. The 

platform provides a structured learning path, making it easier for newcomers to grasp fundamental 

concepts and build their skills step by step. 

Hands-on learning: TryHackMe focuses on practical, hands-on learning rather than just theory. It 

provides virtual environments where you can practice real-world hacking techniques and apply 

security concepts. By actively engaging in tasks and challenges, you gain practical experience that 

enhances your understanding and skill development. 

Wide range of topics: TryHackMe covers a broad spectrum of security-related topics, including 

penetration testing, network security, web application security, cryptography, and more. This 

diversity allows you to explore different areas of interest within the security field and find your 

niche. 

Structured learning paths: Structured learning paths that guide you through different topics and skill 

levels. These paths help you navigate the learning materials efficiently, ensuring that you progress in 

a logical and structured manner. Whether you are a beginner or an experienced professional, you 

can find suitable learning paths to enhance your skills. 

Interactive learning experience: The platform offers an interactive and gamified learning 

experience. You can participate in Capture The Flag (CTF) challenges, solve puzzles, complete tasks, 

and collaborate with other learners through forums and chat rooms. This interactive approach keeps 

the learning process engaging and enjoyable. 

Community and support: TryHackMe has a vibrant and supportive community of learners, including 

experienced professionals and fellow beginners. You can interact with others, ask questions, share 

knowledge, and learn from their experiences. The community provides a valuable support network 

and can help you overcome challenges and expand your knowledge. 

 

HackTheBox 
 

Link: https://www.hackthebox.com/ 

https://tryhackme.com/
https://tryhackme.com/why-subscribe
https://www.hackthebox.com/
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Cost:  

- Free access to basic content.  

- VIP+ £165 yearly/ £18.00 monthly 

- https://www.hackthebox.com/hacker/pricing  

 

Real-world simulations: HTB provides realistic virtual environments that simulate real-world 

scenarios and systems. These labs mimic various networks, machines, and vulnerabilities 

encountered in the field. By working on HTB machines, you gain practical experience and develop 

skills that directly apply to real-world security challenges. 

Range of challenges: HTB offers a wide range of challenges, including both active and retired 

machines. These challenges cover different areas of security, such as web application security, 

network security, reverse engineering, cryptography, and more. The platform continually adds new 

challenges, ensuring that you can explore different domains and stay updated with emerging 

threats. 

Active community and rankings: HTB has an active community of security enthusiasts, including 

professionals and beginners. You can collaborate, share knowledge, and learn from others through 

forums, chat rooms, and user profiles. Additionally, HTB provides a ranking system that allows you to 

track your progress, compare your skills with others, and even compete in Capture The Flag (CTF) 

events. 

Practical learning and problem-solving: HTB emphasizes practical learning and problem-solving. 

Each machine presents a unique puzzle that requires you to perform reconnaissance, exploit 

vulnerabilities, escalate privileges, and secure the compromised system. By working on these 

challenges, you develop critical thinking, analytical skills, and a deep understanding of security 

concepts. 

Networking and career opportunities: HTB can serve as a networking platform, connecting you with 

like-minded individuals, experienced professionals, and potential employers. 

HackTheBox Academy 
 

Link: https://www.hackthebox.com/ 

Cost:  

- Free access to basic content.  

- Student – 8$/month (For students and professors of universities and other academic 

institutions.) 

- Silver Annual – 490$/year 

- Gold Annual – 1260$/year 

- Silver – 18$/month (Get started in cyber) 

- Gold – 38$/month (Advanced in cyber) 

- Platinum – 68$/month (Master in cyber)  

- https://help.hackthebox.com/en/articles/5720974-academy-subscriptions  

 

https://www.hackthebox.com/hacker/pricing
https://www.hackthebox.com/
https://help.hackthebox.com/en/articles/5720974-academy-subscriptions
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Comprehensive learning materials: HackTheBox Academy offers a wide range of comprehensive 

learning materials, including video courses, tutorials, and documentation. These resources cover 

various security topics, such as penetration testing, web application security, network security, 

exploit development, and more. The materials are designed to provide in-depth knowledge and 

practical skills, helping you develop a strong foundation in different areas of security. 

Practical hands-on approach: HackTheBox Academy emphasizes a hands-on learning approach. The 

courses and tutorials often involve practical exercises and labs that allow you to apply the concepts 

and techniques you learn. This interactive learning experience enhances your understanding and 

proficiency in real-world security scenarios. 

Structured learning paths: HackTheBox Academy provides structured learning paths that guide you 

through different topics and skill levels. These paths help you navigate the learning materials 

efficiently, ensuring that you progress in a logical and structured manner. Whether you are a 

beginner or an experienced professional, you can find suitable learning paths to enhance your skills. 

Integration with HackTheBox platform: HackTheBox Academy is integrated with the HackTheBox 

platform, which allows you to apply your knowledge and skills directly on practical challenges and 

machines. You can practice what you learn in the courses by solving challenges, working on 

machines, and participating in Capture The Flag (CTF) events.  

Collaboration and community: HackTheBox Academy fosters a collaborative learning environment. 

You can engage with the community, discuss course topics, share knowledge, and seek help through 

forums and chat rooms. Collaborating with others and learning from their experiences can deepen 

your understanding and broaden your perspectives. 

Offensive Security Proving grounds 
 

Link: https://www.offsec.com/labs/ 

Cost:  

- Play – Free (time limited to 3h a day) 

- Practice: 19$/month or 199$/year  

- https://www.offsec.com/products/proving-grounds/ 

Realistic and challenging environments: The Proving Grounds provide realistic and challenging 

virtual environments for hands-on practice. These environments simulate real-world networks, 

systems, and applications, allowing you to experience and solve actual security scenarios. The 

challenges are designed to test your skills and push you to think creatively and critically. 

Practical application of skills: The Proving Grounds focus on practical application rather than theory. 

You get to use the tools, techniques, and methodologies you learn in Offensive Security courses, 

such as the Penetration Testing with Kali Linux (PWK) and Advanced Web Attacks and Exploitation 

(AWAE). This hands-on approach allows you to refine your skills and gain practical experience in a 

controlled environment. 

Feedback and guidance: As you work on challenges in the Proving Grounds, you receive feedback 

and guidance from the Offensive Security team. They provide insights, tips, and recommendations to 

https://www.offsec.com/labs/


5 
 

help you improve your techniques and methodologies. This feedback helps you learn from 

experienced professionals and enhances your understanding of offensive security concepts. 

Collaboration and community: The Proving Grounds foster collaboration and community 

interaction. You can join discussions, share knowledge, and learn from other security professionals in 

the Offensive Security forums. Engaging with the community allows you to exchange ideas, gain 

different perspectives, and expand your network. 

Exam preparation: The Proving Grounds can be an excellent resource for preparing for Offensive 

Security certifications, such as the Offensive Security Certified Professional (OSCP) and Offensive 

Security Web Expert (OSWE) exams. The challenges and scenarios in the Proving Grounds align with 

the exam objectives, providing a valuable opportunity to practice and refine your skills before taking 

the certification exams. 

PortSwigger Academy 
 

Link: https://portswigger.net/web-security  

Cost: Free 

Focus on web application security: PortSwigger Academy specializes in web application security, 

providing comprehensive training and resources in this specific domain. It covers a wide range of 

topics, including web vulnerabilities, exploitation techniques, secure coding practices, and defensive 

measures.  

Integration with Burp Suite: PortSwigger Academy is closely integrated with Burp Suite, a widely 

used web application testing tool. The platform offers hands-on exercises and labs that utilize Burp 

Suite for various security tasks. 

Practical and interactive learning: PortSwigger Academy adopts a practical and interactive learning 

approach. The training materials include interactive labs, exercises, and challenges that allow you to 

apply the concepts and techniques in a simulated environment. This hands-on experience helps you 

develop real-world skills and strengthens your understanding of web application security. 

Structured learning paths: PortSwigger Academy provides structured learning paths suitable for 

beginners, intermediate learners, and advanced practitioners. The learning paths guide you through 

a logical progression of topics, ensuring a well-rounded understanding of web security.  

Educational resources and documentation: PortSwigger Academy offers comprehensive educational 

resources and documentation. These include tutorials, articles, cheat sheets, and videos that cover 

various aspects of web application security. These resources provide in-depth explanations, practical 

examples, and guidance to help you deepen your knowledge and overcome challenges. 

 

APIsec University 
 

Link: https://www.apisecuniversity.com/#courses  

https://portswigger.net/web-security
https://www.apisecuniversity.com/#courses
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Cost: Free 

This hands-on course provides detailed workshops on API hacking techniques and how to uncover 

vulnerabilities and logic flaws in APIs. 

 

Immersivelabs 
 

Link: https://cybermillion.immersivelabs.online/ 

Cost: Free 

Hands-on, gamified learning: Immersive Labs provides a hands-on, gamified learning experience. It 

offers interactive labs and challenges that allow you to actively engage with real-world security 

scenarios.  

Comprehensive content library: Immersive Labs has a comprehensive content library covering a 

wide range of security topics. From beginner to advanced levels, it offers modules and labs on 

subjects such as penetration testing, incident response, malware analysis, secure coding, and more.  

Learning pathways and assessment: Immersive Labs provides structured learning pathways and 

assessments. It guides you through progressive modules, ensuring a logical and comprehensive 

learning experience. The assessments help you gauge your understanding and progress, allowing you 

to identify areas that need further improvement. 

Skill validation and certification: Immersive Labs offers skill validation and certification options. By 

completing labs and challenges, you can earn digital badges and certificates that demonstrate your 

proficiency in specific security areas. These credentials can enhance your resume and credibility in 

the job market. 

 

  

https://cybermillion.immersivelabs.online/
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 Career paths framework 
  

The US model - NICE Framework: 
https://niccs.cisa.gov/workforce-development/nice-framework  

https://www.sans.org/nice-framework/  

 

 

 

The EU model -  European Cybersecurity Skills Framework 

(ECSF): 
https://www.enisa.europa.eu/publications/european-cybersecurity-skills-framework-role-profiles  

https://niccs.cisa.gov/workforce-development/nice-framework
https://www.sans.org/nice-framework/
https://www.enisa.europa.eu/publications/european-cybersecurity-skills-framework-role-profiles


8 
 

 

 

  



9 
 

Other sources of inspiration 
Education 
If you are interested in a bachelor or master degree in cyber security, a lot of universities have 

started offering these type of programs all over Europe. Search here in the European database: 

https://www.enisa.europa.eu/topics/education/cyberhead#/  

 

Few good sites to have in mind: 
https://www.bleepingcomputer.com/  

https://thehackernews.com/  

https://cybersecuritynews.com/  

https://threatpost.com/  

https://www.enisa.europa.eu/topics/cyber-threats/threats-and-trends/?tab=publications 

 

Few good podcasts to listen to: 
Darknet series 

Security Now 

Malicious Life 

Cyber security today 

Zdnet security update 

Cyber Security Brief 

CyberWire Daily 

Hacked: Into the minds of cybersecurity leaders 

Exploring Information Security 

 

https://www.enisa.europa.eu/topics/education/cyberhead#/
https://www.bleepingcomputer.com/
https://thehackernews.com/
https://cybersecuritynews.com/
https://threatpost.com/
https://www.enisa.europa.eu/topics/cyber-threats/threats-and-trends/?tab=publications

